Chapter 12.4 - Sample server.xml file

After importing the signed certificates in addition to the Hub CA and HTTPS certificate, configure your Tomcat server.xml file to use the correct certificate
to serve SHRINE https requests. Tomcat normally uses port 6443 to serve SHRINE.

To serve SSL find this section and change it to use the right keystore password and key alias to serve https from tomcat. Although you can use the same
keyAlias to sign shrine queries and to support TLS for https most sites choose to use their own cert signed by a CA in a public cert tree. This prevents dire
warnings from browsers. Follow standard procedures for serving https via TLS from tomcat. Find the example in shrine-setup/server.xml .

<l-- Define a SSL/TLS HTTP/ 1.1 Connector on port 8443
Thi s connector uses the NIO inplenentation that requires the JSSE
styl e configuration. Wien using the APR/ native inplenmentation, the
OpenSSL style configuration is required as described in the APR/ native
docunentation -->

<Connect or port="6443" protocol ="org. apache. coyote. httpll. Htpl1N oProtocol"
maxThr eads="150" SSLEnabl ed="true" schene="https" secure="true"
clientAuth="fal se" sslProtocol ="TLS"
keyst oreFi | e="/opt/shrine/shrine. keystore"
keyst or ePass="passwor d"
keyAl i as="<nanme_of _keystore_Privat eKeyEntry>" />

The URLs to the SHRINE webclient, steward, and dashboard have changed. If you would like to add redirects to the old URLs, add a RewriteValve to the
server.xml file and copy the shrine-setup/rewrite.config file to /opt/shrine/tomcat/conf/Catalina/localhost.

<Host nane="| ocal host" appBase="webapps" unpackWARs="true" autoDepl oy="true">

<Val ve cl assNane="org. apache. catalina.valves.rewite. RewiteVal ve" />

Here's a sample server.xml file (note the '‘Connector port = "6443" section):

<?xm version='1.0" encoding="utf-8" ?>

<l--
Li censed to the Apache Software Foundation (ASF) under one or nore
contributor license agreenents. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"); you may not use this file except in conpliance with
the License. You may obtain a copy of the License at

http://ww. apache. org/licenses/ LI CENSE- 2.0

Unl ess required by applicable law or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific | anguage governi ng pernissions and
limtations under the License.

-->
<I-- Note: A "Server" is not itself a "Container", so you nmay not
defi ne subconponents such as "Valves" at this |evel.
Docunent ation at /docs/config/server. htni
-->

<Server port="8005" shut down="SHUTDOM" >
<Li st ener cl assNane="org. apache. catal i na. startup. Versi onLogger Li stener" />
<l-- Security listener. Docunentation at /docs/config/listeners.htni
<Li st ener cl assNane="org. apache. catalina.security. SecurityListener" />
.-



<I--APR library | oader. Docunentation at /docs/apr.htm -->

<Li st ener cl assNane="org. apache. catal i na.core. AprLifecyclelListener"” SSLEngi ne="on" />
<!-- Prevent nenory |eaks due to use of particular javal/javax APls-->

<Li st ener cl assNane="org. apache. catal i na.core.JreMenorylLeakPreventionLi stener" />

<Li st ener cl assNane="org. apache. cat al i na. nbeans. @ obal Resour cesLi f ecycl eLi stener" />
<Li stener classNane="org. apache. catalina.core. ThreadLocal LeakPreventi onLi stener" />

<!-- dobal JND resources
Docunentation at /docs/jndi-resources-how o. htm

<d obal Nanmi ngResour ces>
<!-- Editabl e user database that can al so be used by
User Dat abaseReal mto aut henticate users

<Resour ce nanme="User Dat abase" aut h="Cont ai ner"
type="org. apache. cat al i na. User Dat abase"
description="User database that can be updated and saved"
factory="org. apache. cat al i na. users. Menor yUser Dat abaseFact ory"
pat hnane="conf/tontat-users. xm" />
</ d obal Nam ngResour ces>

<l-- A"Service" is a collection of one or nore "Connectors" that share
a single "Container" Note: A "Service" is not itself a "Container",
so you may not define subconponents such as "Valves" at this |evel.
Docurent ation at /docs/config/service. htn

<Servi ce name="Catalina">
<!--The connectors can use a shared executor, you can define one or nore nanmed thread pool s-->
<l--
<Execut or name="tontat Thr eadPool " namePrefi x="cat al i na- exec-"
maxThr eads="150" m nSpareThreads="4"/>

-->
<l-- A "Connector" represents an endpoi nt by which requests are received
and responses are returned. Docunentation at
Java HTTP Connector: /docs/config/http.htm (bl ocking & non-bl ocki ng)
Java AJP Connector: /docs/config/ajp.htm
APR (HTTP/ AJP) Connector: /docs/apr.htnl
Define a non-SSL/TLS HTTP/ 1.1 Connector on port 8080
-->

<Connect or port="6060" protocol ="HTTP/ 1. 1"
connecti onTi meout =" 20000"
redirect Port="6443" />

<l-- A "Connector" using the shared thread pool -->
<l--
<Connect or execut or ="t ontat Thr eadPool "
port="8080" protocol ="HTTP/ 1. 1"
connecti onTi meout =" 20000"
redirect Port="8443" />
>

<l-- Define a SSL/TLS HTTP/ 1.1 Connector on port 8443
Thi s connector uses the NIO inplenentation that requires the JSSE
styl e configuration. Wien using the APR/ native inplenentation, the
OpenSSL style configuration is required as described in the APR/ native
docunent ation -->

<Connect or port="6443" protocol ="org. apache. coyote. httpll. Ht pl1N oProtocol"
maxThr eads="150" SSLEnabl ed="true" schene="https" secure="true"
clientAuth="fal se" sslProtocol ="TLS"
keyst oreFi | e="/opt/shrine/shrine. keystore"
keyst or ePass="passwor d"
keyAl i as="<nane_of _keystore_Pri vat eKeyEntry>"



<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connect or port="6009" protocol ="AJP/1.3" redirectPort="8443" />

<l-- An Engine represents the entry point (within Catalina) that processes
every request. The Engine inplenentation for Tontat stand al one
anal yzes the HTTP headers included with the request, and passes them
on to the appropriate Host (virtual host).
Docunent ati on at /docs/config/engine. htm -->

<l-- You should set jvnmRoute to support |oad-balancing via AJP ie :
<Engi ne nane="Cat al i na" defaul t Host ="1 ocal host" jvnRoute="jvnlL">
-->

<Engi ne nanme="Cat al i na" defaul t Host ="1 ocal host ">
<!--For clustering, please take a | ook at docunentation at:

/docs/cluster-howto. htm (sinple how to)
/docs/ config/cluster.htm (reference docunentation) -->

<l--

<Cluster className="org. apache. catalina.ha.tcp.Si npl eTcpd uster"/>
-->

<l-- Use the LockQutRealmto prevent attenpts to guess user passwords

via a brute-force attack -->

<Real m cl assNanme="or g. apache. cat al i na. real m LockQut Real ni' >
<l-- This Real muses the UserDatabase configured in the global JNDI

resources under the key "UserDatabase". Any edits
that are perforned agai nst this UserDatabase are i medi ately
avail able for use by the Realm -->

<Real m cl assNanme="or g. apache. cat al i na. r eal m User Dat abaseReal nt
resour ceNane="User Dat abase"/ >
</ Real nm»

<Host nane="|ocal host" appBase="webapps"
unpackWARs="true" autoDepl oy="true">

<Val ve cl assNane="org. apache. catalina.valves.rewite. RewiteVal ve" />

<!'-- SingleSignOn val ve, share authentication between web applications
Docunent ation at: /docs/config/valve. htm -->
<l--
<Val ve cl assNane="or g. apache. cat al i na. aut henti cat or. Si ngl eSi gnOn" />
-->
<I-- Access | og processes all exanple.
Docunent ation at: /docs/config/valve. htnni
Note: The pattern used is equivalent to using pattern="comon" -->

<Val ve cl assName="or g. apache. cat al i na. val ves. AccessLogVal ve" directory="1ogs"
prefix="local host _access_l og" suffix=".txt"
pattern="% % % % &quot; % &quot; % %" />

</ Host >
</ Engi ne>
</ Service>
</ Server >
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