12.3 - Configuring Certificates

After importing all the certificates into your SHRINE keystore, you will need to configure two places to utilize the new keystore:

The first place, is in the keystore section within shrine.conf:

keystore {
file = "/opt/shrinel/shrine. keystore"
password = "password"

privateKeyAlias = "$KEYSTORE_ALI AS"
keySt oreType = "JKS"
caCert Al i ases= ["HUB_CA CERT_ALI AS"]

This is to make sure SHRINE uses the signed certificate to sign queries going out from your site.

The second place, is in the keystore section within /opt/shrine/tomcat/conf/server.xml:

<Connect or port="6443" protocol ="org. apache. coyote. httpll. Ht pl11N oProtocol "
maxThr eads="150" SSLEnabl ed="true" schenme="https" secure="true"
clientAut h="fal se" sslProtocol ="TLS"
keyst oreFi |l e="/opt/shrine/shrine. keystore"
keyst or ePass="passwor d"
keyAl i as="$KEYSTORE_ALI AS" />

This is to configure Tomcat to use the same signed certificate to serve your site's HTTPS traffic.

After making changes to these two files, please restart Tomcat services.
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