9 - Configuring the SHRINE Data Steward

To configure the Data Steward, you must first make sure that you have created a user with Data Steward privileges. To create a Data Steward, please
follow the instructions here:

8.3 - Setting up the Data Steward user

After setting up the Data Steward user, you will need to configure the steward section within SHRINE's configuration file - shrine.conf. You must first
enable the authorization type to be "shrine-steward" within the queryEntryPoint section and then configure the shrineSteward block as well.

@ Note

Note that we have used the 'gep' user that we have created in Chapter 8.1

aut hori zati onType = "shri ne-steward"

shrineSteward {
gepUser Nane = "gep"
gepPassword = "password"
st ewardBaseUrl = "https://| ocal host: 6443"

After templating that section, proceed further down in shrine.conf until you reach the steward section {}. This section governs how the steward application
behaves and contains the ability to send audit emails to the Data Steward. Here, please make sure you have a valid email address in the 'From' and 'To'
fields.


https://open.catalyst.harvard.edu/wiki/display/SHRINE/8.3+-+Setting+up+the+Data+Steward+user

steward {
creat eTopi csMode = Approved

emai | Dat aSt eward {

sendAudi tEmails = true //false to turn off the whole works of emailing
the data steward

interval = "1 day" /1 Audit researchers daily

ti neAfterM dnight = "6 hours” /1 Audit researchers at 6 am If the interval is less than 1
day then this delay is ignored.

maxQuer yCount Bet weenAudi ts = 30 /11f a researcher runs nore than this nmany queries since
the last audit audit her

mi nTi neBet weenAudits = "30 days" /11f a researcher runs at |east one query, audit those

queries if this nuch tinme has passed

//You must provide the emnil address of the shrine node systemadnin, to handle bounces and invalid
addr esses

from = "shrine-adni n@xanpl e. cont'

/1 You must provide the email address of the data steward

to = "shrine-steward@xanpl e. conf

subject = "Audit SHRI NE researchers”

/1 The baseUrl for the data steward to be substituted in to enmil text. Must be supplied if it is used in
the email text.

stewardBaseUr|l = "https://I|ocal host: 8443/ steward/"

/1 Text to use for the email audit.

//AUDI T_LINES will be replaced by a researcherLine for each researcher to audit.

/| STEWARD _BASE_URL wi Il be replaced by the value in stewardBaseUr|l if avail able.

emai | Body = """Please audit the follow ng users at STEWARD BASE URL at your earliest convenience:
AUDI T_LI NES"""

/Inote that this can be a nmultiline message

// Text to use per researcher to audit.
/1 FULLNAME, USERNAME, COUNT and LAST_AUDI T_DATE will be replaced with appropriate text.
researcherLine = "FULLNAME (USERNAME) has run COUNT queries since LAST_AUDI T_DATE."

}
dat abase {
dat aSour ceFrom = "JNDI "
j ndi Dat aSour ceNanme = "j ava: conp/ env/ j dbc/ st ewar dDB"
slickProfiled assNane = "slick.jdbc. MySQLDri ver $"
/1slick.driver. ySQ.Driver$
//slick.driver.PostgresDriver$
/lslick.driver.SQ.ServerDriver$
/lslick.driver.OracleDriver$
//slick.driver. MSSQ.ServerProfile$
}

} /1 end steward

@ If you wish to not send emails, you can simply switch sendAuditEmails = false in this section.

Also, please make sure that you have the email {} section populated in shrine.conf. SHRINE sends emails from postfix on port 25 by default, but you can
use another service if you want. For example, we have listed AWS SES as an alternative way:



emai | {
//add javax nmil properties fromhttps://ww.tutorial spoint.com javanail _api/javanmil _api_sntp_servers. htm
here
javaxmail {
mai | {
sntp {
//for postfix on |ocal host
//coment out if you want to use an alternative host and port
/1 host = | ocal host
/lport = 25

//for AWS SES - See http://docs. aws. amazon. conf ses/ | at est/ Devel oper Gui de/ send- usi ng- snt p-j ava. ht m
//comrent out if you want to just use postfix over port 25

host = enmail -sntp. us-east-1. anazonaws. com

port = 25

transport.protocol = sntps

auth = true

starttls.enable

= true
starttls.required =

true
}
}
}

/1 Must be set for AWS SES. See http://docs. aws. amazon. coni ses/ | at est/ Devel oper Gui de/ send- usi ng-snt p-j ava
ht m

aut henti cator {
user nane = your SESUser nane
password = your SESPasswor d
}
}

} //end enuil section
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