8 - SHRINE's Configuration File

SHRINE operates by getting settings from a master configuration file, named shrine.conf. You will need to place this file within /opt/shrine/tomcat/lib.
Here is a sample node shrine.conf file for a system running SHRINE 1.22.8 (in this guide, we will refer to this file often and will go more in detail on
configuring this file in the later chapters):

shrine {
pnEndpoi nt {
url = "http://1ocal host: 9090/i 2b2/ servi ces/ PMSer vi ce/ get Servi ces"
}
ont Endpoi nt {
url = "http://1ocal host:9090/i 2b2/ servi ces/ Ont ol ogySer vi ce"
}
hiveCredentials {
domai n = "i 2b2denp"
user name = "denpo"
password = "denouser"
crcProjectld = "Denp"
ontProjectld = "SHRI NE"

}

br eakdownResul t Qut put Types {
PATI ENT_AGE_COUNT_XM. {

description = "Age patient breakdown"
}
PATI ENT_RACE_COUNT_XM. {
description = "Race patient breakdown"
}
PATI ENT_VI TALSTATUS_COUNT_XM. {
description = "Vital Status patient breakdown"
}
PATI ENT_GENDER_COUNT_XM. {
description = "Gender patient breakdown"
}

}

quer yEntryPoi nt {
create = true
audit {
coll ect QepAudit = fal se
dat abase {
dat aSour ceFrom = "JNDI "
j ndi Dat aSour ceNarme = "j ava: conp/ env/j dbc/ gepAudi t DB"
slickProfileC assNane = "slick.driver. MySQ.Driver$"
/1slick.driver.HDriver$
//slick.driver. PostgresDriver$
/lslick.driver.SQ.ServerDriver$
/1slick.driver.JdbcDriver$
//freeslick.OracleProfil e$
/lfreeslick. MSSQLServerProfil e$
}
}

trust Model | sHub = true

attachSi gningCert = true

aut henti cati onType = "pni

aut hori zati onType = "shrine-steward"

shrineSteward {
gepUser Nane = "qgep"
gepPassword = "password"”
stewardBaseUr| = "https://|ocal host: 6443"

i ncl udeAggregat eResults = fal se
maxQuer yWai t Ti me {

mnutes =5

}



br oadcast er Ser vi ceEndpoi nt {
url = "https://shrine-hub-url:6443/shrine/rest/broadcaster/broadcast"

}
} //end queryEntryPoi nt

adapter {
create = true
audit {
col | ect AdapterAudit = fal se
dat abase {
dat aSour ceFrom = "JNDI "
j ndi Dat aSour ceNanme = "j ava: conp/ env/j dbc/ adapt er Audi t DB"
slickProfiled assNane = "slick.driver. WySQLDri ver$"
//slick.driver.H2Driver$
//slick.driver. PostgresDriver$
/lslick.driver.SQ.ServerDriver$
/1slick.driver.JdbcDriver$
//freeslick.OracleProfile$
//freeslick. MSSQLServer Profil e$
}
}

cr cEndpoi nt {
url = "http://1ocal host:9090/i 2b2/ servi ces/ Quer yTool Servi ce"

}

adapt er Lockout Att enpt sThreshold = 0
set Si zeCbf uscation = true
adapt er Mappi ngsFi | eNane = " Adapt er Mappi ngs. csv"

maxSi gnat ur eAge {
mnutes = 5

}

i mredi at el yRunl ncom ngQueries = true
} /1 end adapter

net wor kSt at usQuery = "\\\\ SHRI NE\ \ SHRI NE\ \ Denpgr aphi cs\\ Gender\\ Mal e\ \ "
humanReadabl eNodeNanme = " Shrine Node Nane"
shri neDat abaseType = "nysql "

keystore {
file = "/opt/shrinel/shrine. keystore"
password = "password"
privateKeyAlias = "privat eKeyAl i as"
keyStoreType = "JKS"
caCert Ali ases = ["shrine-hub-ca"]

}

probl em {
probl enHandl er = "net. shrine. probl em LogAndDat abasePr obl enHandl er $"
}

dashboard {
happyBaseUrl = "https://local host: 6443/ shrine/rest/happy"
statusBaseUr | = "https://|ocal host: 6443/ shrine/rest/internal status"

dat abase {

dat aSour ceFrom = "JNDI "

j ndi Dat aSour ceName = "j ava: conp/ env/j dbc/ pr obl enDB"

slickProfiled assName = "slick.driver. yySQ.Driver $"
/1slick.driver.H2Driver$
//slick.driver.PostgresDriver$
/lslick.driver.SQ.ServerDriver$
/lslick.driver.JdbcDriver$
//freeslick.OracleProfil e$
I/ freeslick. MSSQ.ServerProfil e$

}
} //end dashboard



status {
permttedHost X Origin = "l ocal host"

}

squeryl Dat aSour ce {
dat abase {
dat aSour ceFrom = "JNDI "
j ndi Dat aSour ceNane = "j ava: conp/ env/j dbc/ shri neDB"
}
}

aut henticate {
usersource {
domai n = "i 2b2denp"
}
}

steward {
creat eTopi csMode = Approved

emai | Dat aSt eward {

sendAudi tEmails = false //false to turn off the whole works of emailing the data steward

/linterval = "1 day" //Audit researchers daily

//timeAfterM dnight = "6 hours" //Audit researchers at 6 am If the interval is less than 1 day then this
delay is ignored.

/1 maxQuer yCount Bet weenAudits = 30 //If a researcher runs nore than this many queries since the |ast audit
audit her

/1 m nTi meBet weenAudits = "30 days" //If a researcher runs at |east one query, audit those queries if this
much tine has passed

//You nmust provide the enmmil address of the shrine node systemadnin, to handle bounces and invalid
addr esses

//from = "shrine-adm n@xanpl e. cont

//You must provide the enmil address of the data steward

/1to = "shrine-steward@xanpl e. cont

//subject = "Audit SHRINE researchers"

/1 The baseUrl for the data steward to be substituted in to email text. Must be supplied if it is used in
the email text.

// stewardBaseUrl = "https://exanpl e.com 8443/steward/"

[/ Text to use for the enmil audit.

//AUDI T_LINES will be replaced by a researcherLine for each researcher to audit.

/] STEWARD BASE_URL will be replaced by the value in stewardBaseUrl if avail able.

//email Body = """Please audit the followi ng users at STEWARD _BASE_URL at your earliest convinience:
AUDI T_LI NES"""

/Inote that this can be a nultiline nmessage

/1 Text to use per researcher to audit.
/1 FULLNAME, USERNAME, COUNT and LAST_AUDI T_DATE will be replaced with appropriate text.
//researcherLine = "FULLNAME (USERNAME) has run COUNT queries since LAST_AUDI T_DATE."

}

dat abase {

dat aSour ceFrom = "JNDI "

j ndi Dat aSour ceNanme = "j ava: conp/ env/j dbc/ st ewar dDB"

slickProfiled assName = "slick.driver. yySQ.Driver $"
/lslick.driver.HDriver$
/1slick.driver.PostgresDriver$
//slick.driver.SQ.ServerDriver$
/lslick.driver.JdbcDriver$
/1freeslick.OracleProfile$
//freeslick. MSSQLServerProfil e$

}
} /1 end steward
emai | {
}

} /1 end shrine section



(D NOTE

If you are using Oracle for your database connections, please remember to change the 'slickProfileClassName' to ‘freeslick.OracleProfile$'!
Also, change shrineDatabaseType = 'oracle'!
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