SHRINE 4.0.0 Appendix A.6 - More Details: SP Metadata

Create file sp-metadata.xml in the below path:

/var/www/html/sp-metadata.xml

The entityld attribute specifies who we are:

<md: EntityDescriptor xm ns:nd="urn:oasis:nanes:tc: SAM.: 2. 0: met adat a" xm ns: ds="http://ww. w3. or g/ 2000/ 09
/xm dsi g#" entitylD="https://your hostnanme">
<md: SPSSCDescri pt or Aut hnRequest sSi gned="true" Want Asserti onsSi gned="true"
oasi s: nanmes: tc: SAML: 2. O: prot ocol ">

The <ds:X509Certificate> element contains the public key that was generated earlier:

<md: KeyDescri pt or >
<ds: Keyl nf 0>
<ds: X509Dat a>

ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGHI JKLMNOPQRSTUVWYZabcdef ghi j kI mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mopqgr st uvwyz01234567890+/ A
ABCDEFGHI JKLMNOPQRSTUVWYZabcdef ghi j kI mopgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGHI JKLMNOPQRSTUVWYZabcdef ghi j kI mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mopqgr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVW\YZabcdef ghi j kl mopqr st uvwyz01234567890+/ A
ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kl mmopg==

</ ds: X509Certificate>

</ ds: X509Dat a>
</ ds: Keyl nf o>
</ nd: KeyDescri ptor>

the "Location” xml attribute specifies the URL at which the IdP will post the user info after a successful login:

pr ot ocol Support Enunerati on="urn:

<ds: X509Cer ti fi cat e>ABCDEFGH JKLMNOPQRSTUVWYZabcdef ghi j kI mopqr st uvwyz01234567890+/ A

<md: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: names: t c: SAML: 2. 0: bi ndi ngs: HTTP- POST" Location="https://[your
host nane] / Shi bbol et h. sso/ SAML2/ POST" i ndex="1"/>
</ md: SPSSCODescri pt or >
</ md: Enti tyDescri ptor>

Next Step:
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