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SPIN addresses (3) pervasive issues

1. Linking routine care systems
2. Protecting patient privacy
3. Ensuring that hospitals remain in control

... and has been deployed for:
- Translational Research requiring human specimens
- Public Health Surveillance
- With the potential for other clinical applications
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How SPIN works

1. Link existing databases
Extract from existing hospital systems
Transform the data into common HIPAA-safe vocabulary
Load into hospital controlled “SPIN peer”

2. Protect Patient Privacy per HIPAA
- De-Identified: Statistical Level query

Limited: When authorized for individual cases

PHI is rarely used, and only with IRB from the Hospital (s).

3. Hospital Control
No central governing body
Remain in control over disclosures at all times
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(1) Linking routine care systems

Anonymization & AutoCoding &
Reldentification Translation

Existing 1. Extract 2. Transform
Systems

o Extract from routine care delivery systems
» Databases or XML

o Transform free text reports
> “Scrub” patient identifiers (per HIPAA)
> Autocode into controlled vocabularies such as UMLS

@ Load into the hospital controlled PEER database
» Assign a randomly generated ID to each case
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(2) Protecting Patient Privacy

Increasing levels of investigator access commensurate
with authorization by the hospital & investigator
demonstrated need.

SPIN has enabled Statistical Queries Non Identifying PHI

Translational Research Feasibility Studies Case Selection Specimens

Public Health Automated Analysis Investigation Emergencies

With potential for
Clinical Applications Research (CTSA) QA/QC Informed Care
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(3) Hospitals remain in control

o Each hospital (Peer) chooses who to share with

Harvard Medical School .
Subnet of Teaching Hospitals Subnetwork Bridge Fully Meshed P2P Network

Harvard

Indiana

o And what to share (Pathology Reports, ED feeds, .. )
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Forming a decentralized network of subnetworks

Query Query
Interface Interface

supernode

supernode . supernode

supernode . supernode
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SPIN Applications & Timeline

> (2001 — Present) Translational Research

> (2006 — Present) Public Health Surveillance

> (2007 - Future) Clinical Applications
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2001 to present:
SPIN for Translational Research

> Motivation:
Vast collections of human specimens and clinical data exist

all over the country, yet are infrequently shared for cancer
research.

> Results:
+ Virtual Specimen Locator (all HMS hospitals)
+ National prototype including HMS, UCLA, Indiana
+ Later adopted by caBIG (caTIES is directly from SPIN)
+ Direct influence on Markle’s CFH Common Framework
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2001 to present:
SPIN for Translational Research

(1) Link Existing Pathology Databases

» Extract Pathology Reports (coded XML) from each site
» Scrub HIPAA identifiers & Autocode diagnosis for UMLS
> Generate random ID and load into local SPIN peer

(2) Patient Privacy: Increasing levels of investigator access

» Statistical query (With UMLS and keywords)

» Individual case query (De-Identified Path Reports)

> Specimen request (Remap case UUID to accession #)
(3) Hospital Control

» De-Identified reports for Harvard researchers (ecommons)
» PHI (to my knowledge) has never been used within VSL
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2001 to present:
SPIN for Translational Research

e
f1 . Extr.ac.t pathology c!ata ; Existing
rom existing systems into = Systems
a locally controlled peer

node database and |dentifiers
identifiers codebook Codebook

supernode
Increasing Levels of
Investigator Access

Statistical/Public Level Detail
2. Feasibility studies
Query
Interface
Deldentified diagnosis
3. Select cases

_ Authorized Re-Link
4. Request Specimens &,

Membership verification
and Role Based Access
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2006 to present:
SPIN for Public Health Surveillance

> Motivation:
+ Track the spread of influenza
+ Search for patterns of disease activity

+ Need ability to re-identify patients as fast as possible during
public health emergency

> Results:
+ Satisfies AHIC biosurveillance Use Case
+ One of four federally funded NHIN architectures
+ Working with Mass DPH to broadly deploy across the state
+ Expressed interest: CDC & Australian Government

+ Enables our existing biosurveillance application

(aegis.chip.org)
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2006 to present:
SPIN for Public Health Surveillance

(1) Link Routine Care Delivery Systems

» Extract Emergency Department visits from each site

> Anonymize patient addresses & Autocode “Chief complaint”
» Generate random identifier and load into local SPIN peer

(2) Patient Privacy: Increasing levels of investigator access
» Statistical query (Automated routine analysis)

> Limited Disclosure (DPH Investigation )

> Patient Re-Identification (Emergency Investigation)

(3) Hospital Control
» Which public health agencies do I trust? (CDC, DPH, HSPH)
» What do I want to allow in each investigation scenario?
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2006 to present :
SPIN for Public Health Surveillance

e — | Investigator role
Existing Al unlocks peer defined
Systems authorization policy

1. Filter and anonymize
biosurviellance data from
existing systems into a
locally controlled peer
node database

Increasing Levels of
Investigator Access

Anonymized

>

2. Automated Routine Analysis

Query
Interface

Federated |dentity Service

assigns investigator roles
commensurate with

evidence of abnormal activity

Authorized Re-Link

3. Investigate Abnormal Visits Authorized Re'L'”k’

4. Request Emergency Access
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2006 to present :
SPIN for Public Health Surveillance

Three upgrades:

(1) Modular submission process (ETL)
> Extractors fill values into a plain old object
> Transformers (anonymize & code free text)
> Loaders submit the results into the SPIN peer

(2) Distributed Identification and Credentialing
> Peers choose which agencies to trust
> Peers specify the disclosure policy per each ROLE
> Peers and patients can audit disclosures

(3) Peer database encryption
> (Optional) DRM style data storage with derby
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2006 to present :
SPIN for Public Health Surveillance

Separate Authentication (CDC) and Authorization (Hospital)

Routine Analysis Alarm Investigation Emergency Investigation
Visit ID Anonymize Permit Permit
Gender Permit Permit Permit
Chief Complaint Permit Permit Permit
Location Anonymize Anonymize Permit

Disposition Permit Permit
Temperature Permit Permit
Checkin Time Permit Permit
Discharge Time Permit Permit
MRN Permit

( One Example of Hospital Authorization Policies )
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2007:
Clinical Applications using SPIN

Motivation
» Linking clinical data for pathology in VSL (spin.chip.org)
» Pharmacovigilance (aegis.chip.org)
» Personally Controlled Health Records (indivohealth.org)

> Harvard CTSA?
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2007:
Clinical Applications using SPIN

(1) Link Routine Care Delivery Systems

» Extract clinical data from each site

» Perform anonymization & autocoding

» Generate random ID and load into local SPIN peer

(2) Patient Privacy: Increasing levels of investigator access
> Statistical query

» Limited Disclosure

> Patient Re-Identification (very rare)

(3) Hospital Control
> All disclosures authorized by the hospital NOT 3 party
> PHI only with approval from the host hospital (very rare)
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2007:
Clinical Applications using SPIN

We have the principles, now here are the challenges:

» For each participant and for each type of data exchange, we
need to map heterogeneous databases

» Agreement to share! (IRBs and the political will )
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2007:

Clinical Applications using SPIN

Applying lessons learned: mapping heterogeneous DBs
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|2 This is the root node that contains all of the query and return |
annData type for the identity node. Defines the possible list of sub-nodes.

i Data type for the queryPoser idertity node. This specifies name of the software that created the query, version of |
i Data type for the queryServer identity node. This specifies name of the query server sofware that evaluated the o
i Abstract data type for a single "global query evaluation setting.

i Global query evaluation setting that controls the unit of evaluation: patient, case, specimen, or resut.

i Data type for list of global query evaluation settings

ann

i Defines the three attrioutes required for a node to specify a code from one of the global code tables.

i Data type for a code from one of the global code tables

i Defines the location, whether it be a specific column within an SGL database, a node within an XML data structure,

it & datatype which defines the permited values for a "varisbleComponent" value.

anrLogical conjunction that tells us how to evaluate the criteria (logical tests) on database values.

anrReguires that all nested condtons be TRUE.

ann Reguires that any (1 o more) of the nested condtions be TRUE

i Reguires that one and only one of the nested conditions be TRUE

i Data type for abstract “conjunction" element

annLogical conjuncion for creating & single truth value from mutple critera.

anrLogical “and’, meaning entire clause is TRUE only it all of the "andd criteria are TRUE.

ann Logical “or", meaning entire clause is TRUE if any of the "or"d criteria are TRUE

i Data type for logical conjunction combining criteria within a single conition.

i Constant, of any type, used in arigthetic expressions o comparisons.

anrNumeric constant

ann-Constant that originated in & code table.

i Constant value for current date and time.

annFree text constant.

i Date or date plus time constart.

i An operator or function that requires exactly two operands or arguments

i An expression that evaluates to a single value.

ann Addition function. Adds the values inside of the "plus” node.

nn Subtraction function. Subtracts the second value wihin the "minus” node from the first value

i Division function. Divides the first value within the “divide" node by the second value.

i Multplication function. Mutiplies the first value within the "times" node by the second value.

ann Abstract node data type for a logical comparison within one of the value "contion"s

i Equalty comparator. The two values within the "sq" node must be equal.

anrinequalty comparator. The two values within the "neq” node must not be equal.

i Greater than comparator. The first value within the "gt" node must be greater than the second value.

i Greater than o equal comparator. The first value within the “geq” node must be greater than o equal to the seconc
annLess than comparator. The first value within the node must be less than the second value.

annLess than or equal comparator. The first value within the "leq” node must be less than or equal to the second value

i Text containment comparator. The first value within the "contains" node must contain the second value somewhers
i Regular expression matching comparator. The first value within the "matches" node must match the regular expres
an

e condition ann: Criteria thats evaluates either TRUE or FALSE for a a single "variable" from the database. LI
Attributes. ] Identity constraints |
=1 |
Tet | Grid |[Schema/WSDL | Authentic | Browser |
1q02 4p

MLSpy v2005 rel, 3U Registered to Andrew MchMurry (Harvard Medical School) ©1998-2005 Altova GmbH
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() 7 Criteria
- (8) % StatisticsType
‘éi ) T BIN_ON_AGE:StatisticsType
-gi ) & BIN_OMN_AGE_AND_GEMNDER:StatisticsType
=+ (C) & Range
— (m) % Range(int, int)
— () % minzint
— i) T max:int
=+ (@) % Gender

(1) 7 male:boolean = true

i) % female:boolean = true
) T transgender:boolean = true
) T unknown:boolean = true
[=- (B) T ReturnVariables
) 7 ageAtCollection:boolean = false
) T tissueDate:boolean = false
) T gender:boolean = false
) T pathReport:boolean = false
(m) 7 isReturningDetail():boolean
— (m) % toString):String
i) % ageAtCollection:Range = new Range(0, 100)
) @ yearOfCollection:Range = new Range({1970, 2007)
) T gender:Gender = new Gender()
) T return¥ariables:ReturnVariables = new Returnvariables()
| & statsType:StatisticsType = StatisticsType . BIN_ON_AGE
) @
) @
) @
) @

I

) (=) (=) (=)

freeText:String ="
umls:String ="
searchName:String =
cancerType:String

i
i
i

Start SMALL : Grow the number of common terms!
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2007:
Clinical Applications using SPIN

Applying lessons learned: mapping heterogeneous DBs

1. Request for Capabilities & Statistics (What is available?)
. Availability limits scope of the vocabulary
3. What big questions can be asked with only a few identifiers?

+ Pathology: age, gender, collection, free text “diagnosis”
+ Public Health: age, gender, location, free text “complaint”
+ CTSA: age, gender, ............ ,  free text mining

4. Parallel tracks: autocoding and standard vocabulary approach
> Different low hanging fruit: diagnosis vs MRN

5. Quick End-To-End lifecyles
> Question, development, research, new question
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2007:
Clinical Applications using SPIN

Agreement to share: IRBs and political will

» Statistical level queries easy are OK by IRBs

» Difficulty arises going to the next step
+ HIPAA limited data set
+ PHI

» Derivative of VSL IRB could potentially be used for CTSA
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2007:
Clinical Applications using SPIN

Agreement to share: IRBs and political will

» ANY use of patient data for research imposes SOME risk

» Minimize risk, show that research benefit is overwhelmingly
in the best interest of patients
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2007:
Clinical Applications using SPIN

Agreement to share: IRBs and political will

> Patients are served with respect to both protections and research
benefit.

> Hospitals can form collaborations with investigators they
authorize.

> Hospitals retain authority of their valuable and cost intensive
specimen collections.

» Investigators can easily locate specimens from multiple
hospitals in a timely and affordable manner.

» Keep patient interests paramount!



o% \ Children’s Hospital Boston Harvard-MIT Division of = o j
& Informatics Program Health Sciences and Technology 4\ * &
— % s

2007:
Clinical Applications using SPIN

Agreement to share: IRBs and political will

Patients

Patients provide specimens for research,
receive privacy protection and

potential for advancing treatment.
Trusted
Investigators Research

v ®

Specimen Location

<

Hospitals

Hospitals pool resources
into a specimen sharing network
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Summary

SPIN addresses (3) pervasive issues:

> Linking routine care systems

> Protecting patient privacy

> Ensuring that hospitals remain in control

SPIN is broadly applicable for:
Research, public health, & clinical applications

SPIN is decentralized and builds agreement
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SPIN Deployments

. Harvard Medical School
SPIN National Network Subnet of Teaching Hospitals

Indiana

=
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Final Comments

- NOW:
We know we can use routine care systems for research.

- FUTURE: . .
Why not use mature research systems to assist routine care?




